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Risk Matters

Virtual roundtable for audit and risk committee NEDs

The Risk Coalition
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Agenda

Introductions and roundtable hygiene factors (meeting
being recorded and highlights will be published, use of
raise hand function, blog)

Subject matter experts

* Sarah Hawes, Head of Corporate Knowledge (UK), Herbert
Smith Freehills Kramer (sarah.hawes@hsfkramer.com)

* Apologies - Rachael Johnson, global head of risk
management and corporate governance for Policy &
Insights at ACCA

Today’s discussion topic:

¢ ECCTAin the Boardroom - Legal and reputational risks for
NEDs and senior managers

Wrap up

-

e ]

r
The Risk Coalition

Leading Risk Thinking




W2 HERBERT SMITH
= FREEHILLS
///,|\\\ KRAMER

ECCTA (Economic Crime and Corporate Transparency Act 2023)
Companies House reform: changes already in force

False
statement
offences

Registrar's
new powers

Company
names

Lawful "Appropriate” Registered
registered email

office address

purpose
statement

Civil fines

Private and confidential
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ECCTA Companies House reform: identity verification

Who needs their identity

verified?

By when does identity

verification need to be
complete?

All new and existing company directors (and equivalents)
All new and existing PSCs
All persons filing information at Companies House i.e. Co Sec teams

With Companies House directly:

* Using the GOV.UK app — submit a photo of an approved form of
photo ID (e.g. a passport) and a selfie

» Using the GOV.UK login web service — answer a series of security
questions online

* Appointment at an appointed Post Office for face-to-face
verification

Via an authorised corporate service provider (ACSP)

Mandatory identity verification will start for all new and existing
directors and PSCs from 18 November 2025 with a 12-month
transitional period for existing directors and PSCs (linked to the
submission of the annual confirmation statement)

Possible to undertake IDV on a voluntary basis now if desired

Any individual who acts as a director without having their ID verified will commit a criminal offence and/or incur a
civil penalty — also be liable to disqualification proceedings

Companies with unverified directors and PSCs will also commit an offence

Private and confidential
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ECCTA corporate criminal liability: failure to prevent fraud

4 )

An "associated person" of a "large organisation” commits a "relevant
fraud offence" "intending to benefit" (directly or indirectly) the body or
any person to whom, or to whose subsidiary, the associate provides

services on behalf of the body

\. J
¢ Detence It body (a) \ ( Guidance published \ (  This new strict
was victim / intended by Home Office in liability offence came

victim of the offence November 2024 to into force on 1
or (b) can show that help in-scope September 2025
it had organisations , _
develop prevention If convicted, liable to
N inplace /) \____procedures _J \___ unlimitedfine

Narrower range of offences than those within scope of the identification doctrine
changes (which came into force in December 2023) but fraudulent trading

under Companies Act 2006, and fraud and obtaining services dishonestly under
Fraud Act 2006 within scope of both

Private and confidential



What drives fraud and what boards must monitor

New technology or digital systems that outpace controls
32%

Economic hardship or financial stress

31%

Lack of ethical leadership and accountability from the top
30%

Lack of employee training or fraud awareness

26%

Belief that fraud is unlikely to be detected

24%

Organisational culture that tolerates or downplays misconduct

23%

Opportunity created by access to sensitive systems or data
22%

Insufficient enforcement or fear of consequences

21%

Social norms or peer behaviour that excuse unethical actions
20%

Inadequate fraud risk assessments or auditing
20%

Organisational change restructuring or rapid growth

13%

Changing supply chains and third-party relationships
7%

ACCA

While rapid technology advancements and
economic stress dominate, our research points to
one uncomfortable truth - lack of ethical
leadership emerges as the most powerful
cultural amplifier of fraud, ranking first in certain
regions, sectors and demographics.

In digitally mature regions and high transaction
volume contexts, technology and economic stress
outrank leadership, but leadership still shapes how
well organisations close the hazard—-remedy gap.

THINK AHEAD




What encourages speaking up - the board’s role

More training on how to recognise fraud

36%

Cuaranteed anonymity

34%

Better leadership commitment to fraud prevention

34%

Simple procedures of how to report

33%

Ensuring reported frauds are investigated

31%

Clearer policies on fraud reporting

28%

Stronger protections against retaliation

28%

Independence of the investigators

18%

Law enforcement authorities taking it more seriously

16%

Financial incentive(s)

12%

ACCA

Fear of Finding Out (FOFO) undermines governance and
ECCTA compliance

Link to ECCTA: Failure-to-prevent liability applies if
retaliation or cultural gaps deter reporting.

Consider adding KPIs: time-to-acknowledge, time-to-close,
and substantiation rates for reported cases.

Speak up systems must guarantee anonymity,
independence, and retaliation monitoring.

Boards should review retaliation metrics and case outcomes
quarterly.

Cultural maturity matters: low trust in leadership correlates
with higher fraud rationalisation.

THINK AHEAD




Prevalence vs Materiality: A new lens for Boards BUT to what extent
are we mapping fraud exposure across corridors and suppliers?

B Prevalent | Material

Al-enabled fraud & data theft
Crypto fraud & related scams
Compensation / Commission fraud
Insurance related fraud
Call centre fraud
ESG-related fraud

ACCA THINK AHEAD




Regulatory momentum -
UK’s Economic Crime
and Corporate
Transparency Act 2023 -
what boards need to
know

= Failure-to-prevent fraud is now a criminal
offence - sets a governance benchmark for all

= Reasonable prevention procedures are the new
standard = document controls + cultural
integration

®= Finance is frontline - verify supplier detalils,
monitor payment changes, and track prevention
metrics but boards must evidence cadence, not
just compliance

= Proof matters - prevention ROl and
accountability frameworks protect reputation

THINK AHEAD Public ©ACCA




ChatGPT summary of ACCA fraud report themes

—
.

Fraud is now a systemic, interconnected risk - not a series of incidents

The accountability vacuum: when fraud is “everyone’s job” but no one owns it
Maturity gap in fraud risk assessments (FRAs)*

Internal fraud and authority abuse are underestimated & hardest to report
Procurement and third-party fraud: the “silent drains” of value

Cyberfraud is existential and exposes governance weaknesses

Cultural drivers: ethical leadership is decisive

® N o AW N

Public sector view: chronic underinvestment and misclassification

* Most FRA’s consider risk in terms of losses to the business, rather than assuming the organisation is a beneficiary of fraud.
This suggests most traditional FRA’s won’t meet ECCTA reasonableness defence.
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ECCTA questions to explore

* Fraud risk map - What are the specific benefit-to-organisation fraud scenarios in our model, and where are our control
gaps?

» Associated persons - List by risk-tier (including subsidiaries); confirm contracts, training, audit rights and termination
levers.

* Identity verification - Timeline, owner, authorised corporate service provider choice, comms to directors/persons with
significant control, and how we’ll handle non-UK appointees or late verifiers.

* Evidence of adequacy - Testing cadence, M| to ARC/board, incident response and self-reporting triggers.

* Information sharing (safe harbour) - If AML-regulated, when will we join/build sharing arrangements and what
DPIAs/records do we keep?

*x
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Wrap up

ACCA ‘Combatting Fraud in a Perfect Storm’
Blog and edited highlights to be published shortly

2026 Risk Matters dates for your diary:

* In-person: March (date TBC) : ‘Q-day is coming — will you be
ready for the next technological revolution?’

e Virtual: 12 June, 11 September, 11 December.

Protect — the UK’s leading whistleblowing charity
Protect - Speak up stop harm - Whistleblowing
Homepage

Proposed Risk Coalition/Winmark CRO Network
Encourage your board and risk colleagues to join Risk

Matters. Just drop me an email:
chris.burt@halex.uk.com

Please feel free to get in touch if you are thinking about
an external board performance review or need some
governance or risk management advice.

The Risk Coalition

Leading Risk Thinking



https://www.accaglobal.com/gb/en/professional-insights/risk/combatting-fraud.html
https://protect-advice.org.uk/
https://protect-advice.org.uk/
https://protect-advice.org.uk/
https://protect-advice.org.uk/
https://protect-advice.org.uk/
https://protect-advice.org.uk/
mailto:chris.burt@halex.uk.com
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